Installing the CA-Certificates with the Firefox

Certificates are an important security feature for web Browsers. They can be seen as a
digital ID card of a server and identify your web server. In addition, and are needed
for proper encryption of data transferred.

Meanwhile, the Max Planck Society has a so called certificate authority. This can be
compared to a passport office, which can provide and approve digital 1Ds of servers
and people. At the MPI of Economics, we use those certificates to properly identify
our web servers. In order to get this to work properly, you must load the certificates
into your browser. This must be done just once. Please read below, how it would work.
In case of questions or problems, please do not hesitate to ask at the IT department.

Best regards

Thomas Baumann
Head of IT

You need to install a 'chain of trust'.
Just follow the steps and click the buttons or links highlighted with the red border.

Open the Max Planck Institute of Economics Homepage.
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Mews
Click on “install certificates”

2 ( 1. Rootcertificate )

B 2. DFM-PCA Certificate
¥ 3 MPG CA Certificate
Choose the “1. Rootcertificate” entry




0w | Secure Connection Failed

. A pkipca.din.de uses aninvalid security certificate,

The certificate is not trusted because the issuer certificate is not rusted.

{Error code: sec_earror_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be someone
trying to impersonate the server,

= If you hawve connected to this server successfully in the past, the error may be
ternparary, and you can try again later,

( Or vou can add an exception... ]

Choose “Or you can add an exception...”

§ & | Secure Connection Failed
. A pki.pca.din.de uses an invalid security certificate,

The certificate is not rusted because the issuer certificate is not trusted.

{Error code: sec_error_untrusted_issuer)

= This could be a problern with the server's configuration, or it could be someone
trying to impersonate the server,

= If you have connected to this server successfully in the past, the error may be
ternporary, and you can try again later,

‘fou should not add an exception if wou are using an internet connection that waou do naot trust
complekely or if wou are not used ko sesing a warning For this server,

Get me out of here! | Add Exception... |

Choose “Add Exception”

O In newer Versions of Firefox the certificate of 'Deutsche Telekom' is

already included. In this case, the security warnings will no longer
— appear.



Add Security Exception

Click “Get Certificate”

Add Security Exception

https:/fpki.pea.dfn.de/mpg-ca/pubjcacertfrookcert, crt

—,7

Click “Confirm Security Exception”



Downloading Certificate |
You have been asked to trust a new Certificate Authority (CAJ,
Do vou want ko brusk "Deutsche Telekom Rook CA 2" For the Following purposes?

Iv :JTrust this CA ko identify weh sites,
[ Trusk this Ca to identify email users,

[~ Trusk this C& o identify software developers,

Before krusting this CA For any purpose, you should examine its certificate and its policy and
procedures (if available),

Wigw | Exarnine CA certificate
[a]4 I Cancel |

Make an sign in front of “Trust this CA to identify web sites” and click “Ok”

Now repeat the last step for “2. DFN-PCA Certificate” and “3. MPG CA Certificate”.
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b 3. MPS CA Certificate

CA-Certificates

¥ 1. Rootcertificate

B 2, DFM-PCA Certificate

» (3. MPG CA Certificate )




